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Background

The Indiana Office of Technology and Indiana Interactive, has been tasked with implementing a
single sign-on authentication mechanism and ldentity Provider for public online applications for
the State of Indiana, referred to as Access Indiana. This project delivers a best practice solution
for State Salesforce system administrators to configure an OpenlD Connect (OIDC)
authentication to work with Access Indiana.

Core Workgroup

The core workgroup consisted of members of the Indiana Office of Technology.

NET [ Role / Capacity

Alvin Wilson Deputy Chief Administrative Officer
Yancy Hollonquest Project Owner
Bob Braun, CRM Architect Salesforce Configurator @ Relevant Technologies

Casey Boyd, CRM Architect/Developer Salesforce Developer @ Relevant Technologies
Sloane Wright General Manager @ Access Indiana
How to Use This Document

This document is designed to be a roadmap for helping Application Development move toward
the vision expressed by project stakeholders. It provides a description of the functional
requirements for the changes being requested.

Target Audience

This document is intended to assist Certified Salesforce Administrators and Developers in
establishing OpenID Connect authentication with Access Indiana.

Useful links:

Access Indiana https://www.in.gov/inwp/2678.htm

OpenlID Connect Hybrid Flow | https://openid.net/specs/openid-connect-
corel 0.html#HybridFlowAuth

Access Indiana well-known https://accessintegrate.in.gov/.well-
endpoints known/openidconfiguration
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Access Indiana Client Set-Up | https://app.smartsheet.com/b/form/472a5b71e31f455ebf14
Request (online form) b39d9858f77b
Salesforce well-known https://nall2.salesforce.com/.well-
endpoints known/openidconfiguration
OpenlD well-known https://<my-domain>.my.salesforce.com/.wellknown/openid-
endpoints configuration

Project Execution Steps

1.

ounkwmN

Install Access Indiana custom Auth. Provider in your Salesforce org

Initial configuration of Access Indiana custom Auth. Provider in your Salesforce org
Register an application with Access

Complete configuration of Access Indiana custom Auth. Provider in your Salesforce org
Set up Users

Test your app

Install Access Indiana custom Auth. Provider in your Salesforce org

An authentication provider allows users to log in to their Salesforce org using their login
credentials from an external service provider. Salesforce provides authentication
providers for apps that support the OpenID Connect protocol, such as Google, Facebook,
Twitter, and LinkedIn. For apps that do not support OpenlID Connect, Salesforce provides
an Apex Auth.AuthProviderPluginClass abstract class to create a custom authentication
provider.

In this case, external service provider is Access Indiana. It is important that while
Salesforce support the OpenID Connect protocol, at the time of this writing it does not
support the Hybrid Flow
(https://success.salesforce.com/ideaView?id=0873A000000TtnAQAS). Access Indiana
Custom Auth. Provider leverages the Auth.AuthProviderPluginClass, thus we are able
use the OpenID Connect Hybrid Flow as required by Access Indiana.

Log into your Salesforce Organization, location to install the Access Indiana Custom Auth
Provider. Salesforce org should have a “My Domain” subdomain. For help setting up a
“My Domain” subdomain, please refer to this link:
https://help.salesforce.com/articleView?id=domain name overview.htm&type=5.

With My Domain, you create a subdomain within the salesforce.com domain. For
example, trailhead is a subdomain of the Salesforce domain: trailhead.salesforce.com.
With a subdomain, you replace the instance URL that Salesforce assigned you, like
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https://na30.salesforce.com, with your chosen domain name, such as
https://somethingcool.my.salesforce.com.

= Access Indiana Custom Auth. Provider is delivered as a Salesforce unmanaged package.
The package URL for this solution is:
https://test.salesforce.com/packaging/installPackage.apexp?p0=04t350000001Eob

= After logging in to your Salesforce org, append
“/packaging/installPackage.apexp?p0=04t350000001E0b” (no quotes) to your “My
Domain” Salesforce URL. So, if your “My Domain” for your org is “ingovtech”, you
would install the unmanaged package using this URL:
https://ingovtech.my.salesforce.com//packaging/installPackage.apexp?p0=04t3500000
0l1lEob

= |f you have not logged in, you will be redirected to do so. Once authenticated, select the
“Install for All Users” button and then click the “Install” button. From here, you can also
view the solution components by clicking the “View Components” link:
\4/( Install Access Indiana Openld Connect V1.0

By

: What if existing component names conflict with ones in this package?
Do not install

Rename conflicting components in package.

222 | 232 | 222

Install for Admins Only o Install for All Users Install for Specific Profiles...
E Canc.l
App Name Publisher Version Name Version Number
Access Indiana Openld Access Indiana Openld 11
Connect V1.0 Connect

Additional Detailsl View Components I

= This is a working solution. However, there are many ways an Agency may want to use
this solution. Therefore, because this is an unmanaged package, you have access to
customize this solution as you see fit.
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Package Components

v Objects (1) -

Action Component Name Parent Otyect < Type Notes
Create Access Indiana Setting %W""‘ Metadata 1y is 3 brand new component
Action Componant Name Parent Object c Type Notes
Create Acc inGanaAuthProviderTest Apex Class This is a brand new component
Create Acc InGanaAuthProvider Apex Class This is a brand new component
Create AccessindianaRegHandlerTest Apex Class This is a brand new component
Create AccessindanaRegHandier Apex Class This is a brand new component
Action Component Name Parent Object < Type Notes
Create Authorization Endpoint Access_intiana_Setting__mdt Custom Field This is a brand new component
Create Access Indiana Emad User Custom Field This is a brand new component
Create Redirect URI Access_Indiana_Setting__mat Custom Field This is a brand new component
Create Token Endpoint Access_indiana_Setting__madt Custom Field This is a brand new componant
Create Access Indiana Subject User Custom Field This is @ brand new component
Create Cient I0 Access_ingiana_Setting__madt Custom Field This is @ brand new componeant.
Create User Info Endpoint Access_indana_Setting__mat Custom Field This is a brand new component
Create Scope Access_Ingiana_Setting__mot Custom Fieid This is a brand new component
Create Chent Secret Access_indiana_Setting__madt Custom Field This is @ brand new component
¥ Resources (1)
Action Component Name Parent Object C Type Notes
Create Access Indiana Setting Layout Access_Intiana_Setting__mat Page Layout This is a brand new component
| di I 1.0
3 Install Access Indiana Openld Connect V1.
By
R . :
= Installing and granting access to all Users...
App Name Publisher Version Name Version Number
Access Indiana Openld Access Indiana Openld 11
Connect V1.0 Connect
Additional Details  View Components
& .
3 Install Access Indiana Openld Connect V1.0
o Installation Complete!
Dene
App Name Publisher Version Name Version Number
Access Indiana Openld Access Indiana Openld 11
Connect V1.0 Connect
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= |f you ever want to uninstall this package, you would click the “Uninstall” link to do so.

SETUP
Installed Packages

Installed Packages e tor s Page @

On AppExchange you can browse, test drive, download, and install pre-built apps and
components right into your salesforce com environment. Learn More about Installing
Packages.

Apps and components are instalied in packages. Any custom apps. tabs. and custom objects
are initially marked as "In D " and are not dep! 10 your users. This allows you
to test and customize before deploying You can deploy the components individually using
ihe other features in setup or as a group by clicking Deploy.

Visit AppExchange »

Depending on the links next to an installed package. you can take different actions from this page.

To remove a package, click Uninstall. To manage your package licenses, click Manage Licenses

Installed Packages

Action Package Name Publisher Version Number Namespace Prefix Install Date Limits Apps Tabs Ob
India Indiana Offi 8/15/2019
= 1ana lana ice
Uninstall Openld of Technology ! 9:07 AM v ¢ o
Connect V10

At this point, installation is complete.

Initial configuration of Access Indiana custom Auth. Provider in your Salesforce
org

= |n Setup, navigate to the Auth. Providers SETUP page by typing “auth” in the Setup
“Quick Find” search field.
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S Qe Lup Home

upjectivianager v

(o] ;

v Apps

v Connected Apps

Connected Apps OAuth
Usage

v Identity
Auth. Providers

OAuth Custom Scopes

Didn't find what you're looking for?
Try using Global Search.

Mobile |

Use the Mobile Publisher to crea

Learn |
n

Click to select Auth Providers.

Q auth SETUP
E Auth. Providers
v Apps

w Connected Apps

Connected Apps Oauth
Usage

w ldentity

[ ]

CAuth Custom Scopes

Didm't find what you're looking for?
Try using Glodal Search,

b b e ) el e e b i
Auth. Providers o e o Pace @
A EIDIEIF G H W 1] BIPIQIRISITIUIVIW|X|Y|Z| Ome AN
Mow
Aetion  Mama t URL Sufix Prewader Type Craated Date
Edit | Del giicooeni] sidcopenid Open ID Connect BA12019 1:58 PM
Edit | Del Duitier tovitter

TRA2M1S 08 AM

Click the “New” button and select the “AccessindianaAuthProvider” from the Provider
Type picklist.
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SETUP
Auth. Providers

Auth. Provider Halp for
Auth. Provider Edit | Save | | Save & New | Cancel|
Provider Type I —-Mone-- v
--None--
Facebook
Janrain
Salesforce

Open ID Connect

Microsoft Access Control Service
Linkedin

Twitter

Google

GitHub

AccessindianaAuthProvider
TwitterClizntCredentialsAuth

= You will then be presented with the following page:
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Auth. Provider

Auth. Provider Edit Save | | Save & Mew | Cancel
Provider Type | AccessindianaAuthProvider v|
Mams Il m
URL Suffiz I

Muthorieation Endpaint
Cleerit |

Clignt Sacret
Redirect URI

Soope

Token Endpcint

User infs Endpsint
Custam Errer URL
Custem Lagout URL

Registration Handler

=]
Ayipmatically creabe 3 regebabon handlsr issmplabe
Executs As I Q-_~I
ksem URL
khogss oos of pur sample icong

Save | Save & Mew | | Cancel

= Type in the “Name”, “URL Suffix”, select a “Registration Handler”, select an “Execute As”
User that will be used as the running user for this authentication.

Redirect URI |
i

® Apex Classes ~ Salesforce - Developer Edition - Google Chrome - O X

8@ rt360openid-dev-ed.my.salesforce.com/_ui/common/data/LookupPage?ikfm=editPage&lknm=Re...
@)

- _Lookup o
[Search -

You can use "™ as a wildcard next to other characters fo improve your search results

Recently Viewed Apex Classes -
Name Namespace Prefix Api Version M
AccessindianaAuthProvider 4

ndian: Pr T 45
AccessindianaRegHandler 46
AccessindianaRegHandierTest 46
AutocreatedRegHandier 1561309206290 46
TwitterClientCredentialsAuth 46

)10 salesforce com, inc. All nghts reserved
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#» Search for a user ~ Salesforce - Developer Edition - Google Chie

#@ ri360openid-dev-ed.my.salesforce.com/_uifcommon/

@ Lookup
fober | |Gt

You can use "*" as a wildcard next fo other characiers fo improve your se

= Clear Search Resulis
Search Results

Full Name
Fobert Braun
(T mrmarmbd & AN~ e o
SETUP
Auth. Providers
Auth. Provider
Auth. Provider Edit Save  Save A New Cancel
Provider Type | AccessindianaAuthProvider v

Name  [lAccess Indiana Login  [1]

URL Suffix [ Access_Indiana_Login

Authorization Endpoint
Chent 14

Chant Secret

Redwrect URY

Sccpe

Token Endpoint

User Info Endpoint
Custom Error URL
Custom Logout URL

Registration Handler

£

Alomateaty creste 3 16oulraton haagier teemolate
ExecuteAs  [Robert Braun
feon URL

£

Sheose oo of QU samole ICONS

Save  Save & New Cancel
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SETUP
Auth. Providers

AUth. PfOVider G:)Nc-o for this Page i

Auth. Provider Detail Edit | |Delete  Clone

Auth. Provider 10 0SO4P000000TY2P
Provider Type Custom
Name  Access Indiana Login
URL Suffix  Access_indiana_Login

Plugin A ianad i
Authorization Endpoint
Client Id
CHent Secret
Redirect URI
Scope
Token Endpoint
User info Endpoint
Custom Error URL
Custom Logout URL
Registration Handler

Execute As  Roberi Brayn

jcon URL

Salesforce Configuration
Test.Only Initialization  hitps //r13600penid-dev-ed my salesforce com/services/authAest/Access_Indiana_Login

URL
Existing User Linking  hitps /irt3600p dev.ed.my.s 1 ¢ Access_Indiana_Login
URL
OAuth-Only Initislization  hitps //rt3600penid-dev-ed my. 1 com/ser sth/Access_Indiana_Login
URL
Caliback URL  https //rt3600p dev-ed my. force k/Access_indiana_Login
Single Logout URL  hitps /int3600penid-dev-ed my.s comser h deogout

Edit | Delete Cione

= In a browser, enter the following URL to see the Access Indiana well-known endpoints:
https://accessintegrate.in.gov/.well-known/openid-configuration. Notice the URLs for

YN}

the “authorization_endpoint”, “token_endpoint”, and “userinfo_endpoint”.
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"issuer®: "https://accessintegrate.in.gov”,
"Jwks_uri”: “https://accessintegrate.in.gov/.well-known/openid-configuration/jwks",
“authorization_endpeint”: "https://faccessintegrate.in.gov/connect/authorize”,
"token_endpoint™: “https://faccessintegrate.in.gov/connect/token”,
"wzerinfo_endpoint™: “https://accessintegrate.in.gov/connect/userinfo®,
“end_session_endpoint™: “https://accessintegrate.in.gov/connect/endsession”,
"check_session_iframe™: “https://accessintegrate.in.gov/connect/checksession™,
"revocation_endpoint”: "https:/faccessintegrate.in.gov/connsct/revocation”,
“introspection_endpoint”: “https://sccessintegrate.in.gov/connect/introspect™,
"device_authorization_endpeint™: “https://accessintegrate.in.gov/connect/deviceauthorization”,
"frontchannel_logout_supported”: true,
"frontchannel_logout_session_supported”: true,
“packchannel_logout_supported”: true,
"backchannel_logout_session_supported™: true,
"scopes_supported”: [

“openid”,

“profile”,

“email”,

“offline_access™
IE
“elaims_supported”: [

“sub”,

“name",
“family name",
“given_name",
“middle_name™,
“updated_at",
“email”,
“email _verified",
“email_updated at"”

= Copy each of the URLs for the endpoints listed above and paste into the “Authorization
Endpoint, “Token Endpoint”, and “User Info Endpoint” fields, respectively. Your Auth.
Provider should now look like below:

SETUP
Auth. Providers

Auth. Provider

Auth. Provider Detail 6 | {Oviete] | Chone |
Asth. Provider ©  0S04POOO00TY2P
Provider Type Custom
Name  Access leana Logn
URL Sufs  Access_bbduna_Lopn
Plugin - Agcessingignn dyeProviger

Asthorzation Endpoint  hitps )

Chant g
Cliesst Seeret
Redirect UR!
Siope
Token Endpoint  hitps [accessintegeate i goviconnectioken
User Ints Endpoint  hitps )

Custom Ervor URL
Custom Logoet URL

Handier
Evecute Av  Robed Braun
leem URL
Salesforce Configuration
Test-Only URL  Mips atds my 2 2 _Indiana_Login
Single %4gn-On URL  hitps my saleyicece ~ _laduna_Logn
Existing User Linking URL  hitps / dev.ed my salesforce _Indiana_Login
q URL  hitps dev-ed my. S  Insana_Logn
Calback URL  hitps dev-0d my salesorce 2  teciana_Logn
Single Logout URL  hitps. Sev-00 My salesiorte 4 10gout

Edit  Delete  Clone
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III

in the Scope field.

Copy the Callback URL from the Salesforce Configuration section and copy it to the
“Redirect URI” field. Your Auth. Provider should now look like this:

SETUP
Auth. Providers

Auth. Provider

Auth. Provider Detail

Auth. Provider ID
Provider Type

Name

URL Suffix

Plugin

Authorization Endpoint
Client id

Chent Secret

Redirect URI

Scope

Token Endpoint

—

Edit | Delete  Clone

0S04P000000TY2P

Custom

Access Indiana Login
Access_indlana_Login
AccessindianaAuthProvider
https tegrate in govh

hitps.fint; P
openid profile email
hitps ./

dev-ed my s, " o8 fauthcaliback/Access_indiana_Login

grate in g

User Info Endp:
Custom Error URL

Custom Logout URL

https 1/

Qrate in goviconn

Registration Handler  AccessindianaRegHangler
Execute As Robed Braun
icon URL
Salesforce Configuration
Test-Only Initiakization URL  hitps.in: dev.ed my salesf om/ authlestAccess_Indiana_Login
Single Sign-On Initialization URL  hitps int: dev-ed my 1 ise fauthissolaccess_indiana_Login
Existiog User Linking URL  hitps /it D d d.my. Vse i nk/A _Indgiana_Login
OAuth-Only Initialization URL  hitps /i, dev-ed my comiser lcauth/Access_indiana_Login

Caliback URL
Single Logout URL

https /int3500penic-dev-ed my salesforce comvse Access_indiana_Login
hitps irt360openid-dev-ed my salesforce comiservices/authipioldciogout

Edit | Delete  Clone

Register an application with Access

= To register your client application with Access Indiana, submit the online form located:
https://app.smartsheet.com/b/form/472a5b71e31f455ebf14b39d9858f77b

= Complete the Agency information in the top part of the form. The Salesforce URL
information can be found either in the Auth. Provider you just created, or in the
Salesforce well-known endpoints.

= Provide the requested URLs so Access Indiana can create an application (tile) in Access
Indiana that will collaborate with your Auth. Provider. Once this is set up, you will
receive notice from Access Indiana along with a unique client id and client secret.
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= Bring up a browser and navigate to your Salesforce org’s well-known endpoints.

= Here is an example segment for the ingovtech openid Sandbox well-known endpoints:

https://ingovtech--openid.cs33.my.salesforce.com/.well-known/openid-configuration)
{

"end_session_endpoint™: “https://ingovtech--Openld.cs33.my.salesforce.com/services/auth/idp/oidc/logout™,
"frontchannel_logout_supported”: true,

“"frontchannel_logout_session_supported”: false,

“issuer”: "https://ingovtech--Openld.cs33.my.salesforce.com”,

“authorization_endpoint”: "https://ingovtech--Openld.cs33.my.salesforce.com/services/oauth2/authorize”,
"token_endpoint™: "https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/token",
“revocation_endpoint”: "https://ingovtech--Openld.cs33.my.salesforce.com/services/oauth2/revoke”,
“userinfo_endpoint”: “https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/userinfo”,
"jwks_uri"”: "https://ingovtech--Openld.cs33.my.salesforce.com/id/keys",

“registration_endpoint”: "https://ingovtech--Openld.cs33.my.salesforce.com/services/oauth2/register”,
"introspection_endpoint”: “https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/introspect”,
“scopes_supported”: [

Huisnalfanca™

Development URLs

URL for Applicatation DEV Erwironment

i from Salesforce well-Arown

URL for Application QA Ervvircament

“issuet” endpont from Salesfonce wellhnown endpomts - Should be a Sandox of Dev og

URL for Appicatation UAT Environment

“ssuer” endpoint from Salesforce weldnown endpaints « should be a Sandbox or Dev org

URL for Applcati o

URL for PROD

“suer” endpont from Sakesforce welldnown endponts « shoudd be a Production ceg

Agency Return URL
The URL that Access Indiana will return the user 10 cnce authenticated

Callback URL

Re-direct URIs

Agency Initiated Sign-in
Front channel path Cvee Whoch users are JEecTed 0nCe WINoed from Agency

$ingie Sign-On Insalzation URL

Agency Initiated Application sign-out Re-direct
Front channel path over which users are directed after signout from Agency

Single Logout URL
Back channel path over which users ace directed after signout from Access Indiana

Single Logout URL

Additsenal URIs: (4 applicable)

= Notice the “issuer” URL above. This is the URL for either the DEV, QA, UAT, or
Integration environments. A Production org will not contain the Sandbox name in the
“issuer” URL.

= The remaining URLs can be found in the Auth. Provider configuration you are setting up.

=  For the “Agency Return URL” enter the “Callback URL”, e.g.: https://rt3600penid-
deved.my.salesforce.com/services/authcallback/Access Indiana Login
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= For the “Agency Initiated Sign-In” Re-Direct URL, enter the “Single Sign-On Initialization
URL”, e.g.: https://rt360openid-dev-
ed.my.salesforce.com/services/auth/sso/Access Indiana Login

= For the “Agency Initiated Application sign-out Re-direct and “Access Indiana Application
sign-out Re-direct” Re-direct URLs, enter the “Single Logout URL”, e.g.:
https://rt3600penid-dev-ed.my.salesforce.com/services/auth/rp/oidc/logout

Submit the form and wait for your acknowledgement and client id and client secret.

Final Configuration

= Once you receive your client id and client secret from Access Indiana, you will need to
update your Auth. Provider configuration in your Salesforce org.

= Log into your Salesforce org and go to Setup.

L X N ] ' %
see  Setup Home  Object Manager

F

Q. Quick Find

I Setup Home

Lightning Experience Transition
Assistant

Lightning Usage

ADMINISTRATION
» Users {

» Data
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In the Quick Find search field, type “auth” and click the Auth. Providers link.

E Setup Home  Object Manager v

Q, auth

w Apps
w Connected Apps

Connected Apps OAuth
Usage

v Identity

Auth. Providers

Maobile P
OAuth Custom Scopes

Use the Mobile Publ
own branded

Didn’t find what you're looking for?

=  You should now be at the SETUP Auth. Providers home page.

i Setup Home  Object Manager v

Q auth

SETUP
Auth. Providers

v Apps

v Connected Apps

- Auth. Providers

Usage
AR D E FOm \ N2
v loentity
New
Auth. Providers Acton Name * URL Suffix Provider Type
Ece|Del Ascess ingges Login Access_Indiana_Login Aggesindipnd AtPOroviger
QAuth Custom Scopes
Eot | Dol sicogenig stdcopenid Open 1D Connect
Egt| Del puifier bwitler TyetterCaesaCrodentipistyth
Didn't ing what you're looking for?
Try using Global Search AB'C DEIF - \ QIPIQIRIS
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Edit your Auth. Provider to add the Client Id and Client Secret. Enter the Client Id and
Client Secret values you received from Access Indiana into the Client Id and Client Secret
fields, respectively. Save your configuration by clicking the Save button at the bottom
of the page.

Auth. Provider

SETUP
Auth. Providers

Auth. Provider Edit Save | |Save & New |Cancel

Auth. Provider ID
Provider Type

0S04P000000TY2P
Custom

Name

|Access Indiana Login £

URL Suffix | Access Indiana_Login

Authorization Endpoint |l https://accessintegrate.in.goy

Clientd YEnter Client Id Here

Client Secret
Redirect URI
Scope

Token Endpoint

Enter Client Secret Here
https://rt3600penid-dev-ed.m
\openid profile email

https://accessintegrate.in.goy

User Info Endpoint  [htns //accessintegrate.in.goy
Custom Error URL

Custom Logout URL

Registration Handler  |AccessindianaRegHandler | Q)
Execute As | Robert Braun Q
icon URL
ch ne of mpl n
Created Date  3/15/2019 9:29 AM
Save Save & New | Cancel

= At this point, your Access Indiana custom Auth. Provider is fully configured. Now, we
need to make sure Users can access this authentication. To do this, we add the Auth.
Provider you just created to the sign-in page as a button.

Type “my” in the Setup Quick Find field and select the “My Domain” link.
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*e e i
see Setup Home  Object Manager

~ Objects and Fields

Object Manager

Auth.

~ Company Settings

My Domain | Auth. |

Didn't find what you're looking for?
Try using Global Search.

=  This navigates you to the My Domain SETUP home page.

i Setup Home  Object Manager v

SETUP
fr My Domain

v Objects and Fielas

Object Marager
SPORCINE YOUT SOMDINY'S Brand 304 keep yout Eata

m-«ue:,mummnu«umiummw Decaune Navieg 3 cuntom Goman 3 more
secure some Sslestorce foalures requine & Y edey 13 el op Wy Doman—me handest pant iy CAOSeNG & 00 on

v Company Settings Aare B yoor SLIkEROICErS C8 b
2y Domain
Step 4
DRIV i what you're looking for?
Try using Glooa) Searen

V3ur 00rman D3me 18 FIE00DENIEdev-ed vy salestocce com

My Domain Settings -

Loge Fodey Prevest ioge from Migs Mogi salesfeice com

Redweat Posay  Decide whether 15 redeect ayone wh b3es DOCLmILS anG lehs D COMMN pour previcos Malince-specife doman
Rearect 1o the same page withn the Somain

Yo Gomin sama b 1D0cpend Seved

Authentication Configuration ()

Logm Page Trpe  Standard
Acartishon tervwe Login Form
Access Induans Loge
Teter

= Notice the “Authentication Configuration” section. Click the Edit button for this section.
You will see an Authentication Service for the “Access Indiana Login” Auth. Provider you
just created. Check the checkbox next to it to add that button to the login page.
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= C(Click the Save button at the bottom of the page to save this configuration.

Authentication Configuration

Authentication Configuration Save | Cancel| |Reset to Default

Login Page Type | Standard M

Authentication Service
¥ Login Form

B sf
L twitter
¥ Access Indiana Login

Logo File M&e_] No file chosen

Background Color : ‘#'FJFGVFQ e
! o3
Right Frame URL

Use the native browser for @]
user authentication on iOS i

Use the native browser for W
user authentication on -
Android

Save [Cancel | Resetto Default

Set up a User

= |n the Setup Quick Find field, type “user”.

Pagel9| 26



10T

Indiana Office of Technology

Access Indiana / Salesforce OpenlID Connect
oy Syl et etk Solution Documentation

Home Chatter Agencies Contas

[ user

Expand All | Collapse All G

Administer

£ Manage Users
Users

Mass Email Users

Malaa

= (Click the Users link to go to the All Users page.
= Either create a new User or edit an existing User. In this example, | am editing the
Braun, Bob User by clicking the Edit link.

All Users

On this page you can create, view, and manage users.
In addition, download SalesforceA to view and edit user details, reset passwords, and perf

View: | All Users v | Edit| Create New View

'New User | | Reset Password(s)

| Action Full Name Alias Username

| | Edit leogin Braun, Bob bbrau  bob-cfppoidc@revelanttech.com

= Scroll down in the edit page to the “Additional Information” section. Enter the “Access
Indiana Email” into the Access Indiana Email field.
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Single Sign On Information

Federation ID

Additional Information

Access Indiana Subject

Access Indiana Email  hoh braun@revelanttech.col

Your User should receive an email from support@salesforce.com with a link to “Verify

your account”.

Welcome to Salesforce!

Click below to verify your account

To easily log in later, save this URL

https://ingovtech--Openld.cs33.my.salesforce.com

Again, welcome to Salesforce!

Once the user ha clicked on the Verify Account link, the user is now ready to log in via
Access Indiana.

Test Your App

To test your application, log in to Access Indiana. In a browser, enter this
URL: https://accessintegrate.in.gov

Enter your Access Indiana Email address and click Continue (or click the “Don’t have an
Access Indiana account?” link to create an account.)
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JIN.gov

—aCCess —
a lNDlANA +) Sign In with Access Indiana

Welcome to Access Indiana

Db, bravndrevelaniech com

Don't have an account?

PINgov

-—access —
£3INDIANA

Welcome to Access Indiana

Don't have an account?

% 3 ” ~
(5190 Up for Access Indaea ) scx ) Resat Yeur Access indians Passwora )

=  You are now in the Access Indiana — Portal.
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,INQQ{ IRITH TN Access Indiana - Portal

@ YOUR ACCESS INDIANA DASHBOARD

A Current Notifications

You have no current notifications.

View All Notifications

28 Signinto Your Current Services

IOT

SalesForce Demo [Dev]

ndiana Office of Technology

= Find the tile for your Access Indiana application. In this example, it is the IOT Salesforce
Demo [Dev] tile. Click that tile to log into your Salesforce org.

Sandbox: Openid
& Search Search
Procurement Management v

| Home Chatter Agencies Contacts Operating Plans Operating Plan Line Items  Project Profiles + ¥

Quick Find / Search
Expand All | Collapse All
- Getting Started Diemiss x
s ’
L /S Bulld App Salesforce Lightning
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Sandbox Creation/Refresh Configuration

Once your sandbox is ready for use updates will be required in SFDC for Auth Providers and
Remote Site Settings to leverage Access Integrate, https://accessintegrate.in.gov/, for the
sandbox environment. If the environment was previously configured with Access Integrate the
Client ID and Secret can be re-used without engaging with Access Indiana as outlined in
‘Register an application with Access’ section above.

For Sandbox instances that have been configured with Access Integrate the Client ID and Client
Secret should be stored securely by the Administrator Staff or values should be copied prior to
starting refresh process for later configuration.

Auth Providers
e Inthe SFDC Setup menu search for Auth. Providers. Which should reference ‘Access

Indiana Internal Login’ for internal staff access and ‘Access Indiana Login’ for external
users accessing the new PSP Portal Site.

Q auth SETUP
Auth. Providers
Multi-Factor Authentication Assistant
v Apps Auth. Providers

w Connected Apps

Connected Apps OAuth Usage

w Identity Action Name + URL Suffix

Auth. Providers Edit | Del Access Indiana Intemal Login Access_Indiana_Intemal_Login

Edit | Del Access Indiana Login Access_Indiana_Login
QAuth Custom Scopes

OAuth and OpenlD Connect
Seftings

e *¥*Skip step unless working with Full copy sandbox ‘UAT’
If working with the full copy sandbox ‘UAT’ the name and URL Suffix for ‘Access Indiana
Login’ should be updated to reflect ‘Access Indiana Permits’ to align the configuration
with Access Integrate.
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Auth. Provider ID 0503z000000000a
Provider Type Custom
s || Access Indiana Permits |
URL Suffix

|| Access_Indiana_Permits |

e For the selected Auth Provider update Endpoints referencing access.in.gov to
accessintegrate.in.gov and the Redirect URL based on the Auth Provider configuration.
Covered in detail in earlier section ‘Initial configuration of Access Indiana custom Auth.

Provider in your Salesforce org’.

e Update the Client ID and Client Secret from the retained values from Access Integrate.

e Auth Provider configured for accessintegrate.in.gov should look similar to this.

Auth. Provider Detail

Auth. Provider ID
Provider Type

Name

URL Suffix

Plugin

Authorization Endpoint
Client Id

Client Secrat
Redirect URI

Scope

Token Endpoint
User Info Endpoint
Custom Error URL
Custom Logout URL
Registration Handler
Execute As

lcon URL

Remote Site Settings

Edit | | Delete

Clone

0508z000000000a
Custom
Access Indiana Permits

Access_Indiana_Permits

AccessindianaAuthProvider

hitps:/faccessintegrate.in.gov/connect/authorize

e Tolava .
hitps:/fdhsgovcloud--uat sandbox. my_site.com/permits/services/authcallback/Access_Indiana_Permits
openid profile email
hitps./faccessintegrate.in.goviconnect/token
hitps:/faccessintegrate.in.gov/connect/userinfo

AccessindianaRegHandlerPortal

Bob Braun

e In Setup search for Remote Site Settings
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EEE Setup Home  Object Manager

SETUP
Remote Site Settings

Q, remote

+ Custom Code

Remote Access

All Remote Sites

Below is the list of Web addresses that your organization can invoke from salesforce.com. To add another Web address, click New Remot

View: | All Remote Sites v | Create New View

v Security

Remote Site Settings

Didn't find what you're looking for?
Try using Global Search.

Action Remote Site Name * Namespace Prefix Remote Site URL
Edit | Del accessindiana - hitps-/izccess in.gov
Edit | Del Access Integrate _ hitps:/iaccessintegrate.in.gov

e Locate the Remote Site Name accessIndiana and delete this record. Doing this will help
stop a sandbox from inadvertently accessing Prodction.

e Then create a new Remote Site entry. Remote Site URL should equal
https://accessintegrate.in.gov. The Remote Site Name is only used in reference within
the Ul for users. This allows for external access of Access Integrate/Access Indiana.
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